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Abstract — This paper describes a User Controlled Lightpattouters, instruments, and sensors. These comporaet
provisioning and configuration management systerhe T exposed as, and managed through, web servicess &hsauld
system allows users to obtain network resourcan frailtiple  be able to build complex virtual networks by hatires and
domains and combine these resources formAnticulated manipulating these resources.
Private Networks. This unique ability to acquire lightpaths,
interfaces, and tunnels from a variety of suppli@wrsd offer Physical entities, such as network devices andexions, are
value added services to end customers, is the fiandext represented as web services defined by Web Services
generation networking. The system is designed aridkescription Language (WSDL) documents. These sesvi
implemented based on a Service Oriented Architecturd provide flexible management and control plane fiometlity
Web Services Resource Framework (WSRF) specificaitio  upon which one can base complex applications and
architectures. UCLPV2 is one effort that enablestamers to

[. INTRODUCTION control resource management of optical networkstarmeate
In recent years there have been several initiativémild next Virtual networks across multiple domains.  CANARIE
generation networks that address the following seed currently sponsors the development of three UCL&y&ems

for the CA*NET4 network.

* An increasing number of system integrators, conte
suppliers, and service providers are building tlogn
private networks that integrate wavelengths, SON
channels, and MPLS tunnels from different supplier
They want to manage this heterogeneous mix
resources as a single network, and offer servic#seir
customers. The ability to build a virtual netwdr&m
multiple physical network resources will provideast
effective way to build such a network. II. RELATED WORK

« Leading network researchers [2] are demandinghis section discusses a representative set ogbawhkd work
"parallel virtual" networks, rather than dedicatedelated to the current UCLPv2 development efforts.
networks, in order to experiment with new protocols
and services. Representing switches, routers|iaksl As discussed in [3], early versions of UCLP lackedynamic
as web services allows researchers to easily riegwaf topology discovery process, making it hard to extelCLP to
their network, supporting their experimentation. rielo other networks. The work presented in [3] overcertiese
importantly, it also allows a host to be connectelimitations by introducing a neighbor discovery pedure and
simultaneously to both a traditional IP network and by extending the range of equipment that the sysigpports.
more advanced network running innovative service$3] also introduced the concept of “auto-routinggsers can
This will allow for much easier migration to a fuéu either manually configure lightpaths using a preddsUl, or
incarnation of the Internet. they can use auto-routing to automatically configlightpaths

« Many data intensive applications, including higrerggy ~ Using an intelligent algorithm.
physics experiments and medical applications, requi
the flexibility to be able to establish connectvithen [4] discusses a customizable resource managementido
needed. By providing a means by which users aee affor grids deployed over user controlled opticalweeks. It
to control and manage resources in the networkescribes a modular approach towards resource eaneay
UCLPv2 offers this flexibility. by introducing the concept of three distinct sesviayers:

User Access, Service Provisioning, and Resourcealyiement
UCLPV2 [1] provides, to users, the ability to buildd manage Layers. The Service Provisioning Layer is managitd avgrid
complex optical networks, known aArticulated Private application. Customers and administrators utilibe tJser
Networks (APN), across multiple administrative domainsAccess Layer to configure and use end-to-end UCLP
These networks comprise many varieties of netwarkiaks resources. The lowest level resources are managedhe
and communication links including lightpaths, swits, Resource Management Layer. [7] expands on thisréay

t]Jhe remainder of this paper describes one implesient of
EsrCLPVZ. Section 2 captures related work in thidfieSection

discusses various UCLPv2 concepts. Section érithes the
&omain server architecture and various novel featwf the
system. Section 5 describes domain server fundii@sa
Section 6 briefly outlines the client architecture.



architecture and introduces the concept of a cdérdch composite LPOs, or partitioned into LPOs with serall
registry to discover resources. It also provideids support bandwidth.

for multi-domain environments.
» An APN Resource List is a set of LPOs and CPOs that

Giga Spaces uses a service-oriented architectatefdhuses are managed as a single entity. They can be peblis
on providing user controlled provisioning of opticeetworks for consumption by third parties, or harvested from
[6]. Another paper, [5], discusses a web-servitesed three- third parties for use in the local network. Thevester
layer architecture for user ownership and contfdightpaths of a resource list can connect LPOs at any ofigted

in an optical network. CPOs, or connect CPOs to form a larger light path.
Current UCLPv2 system is designed and implementesd IV.  DOMAIN SERVERARCHITECTURE

on Service Oriented Architecture with interactiveli@s user an optical network controlled by UCLPv2 may spanltiple
control panel. Also, this version introduces thenaapt of domains, each of which is managed by a domain sefve

Articulated Private Network. UCLPv2 domain server comprises several functionatks
that interoperate to provide the required resonmaeagement
ll. UCLPV2 CONCEPTS services. The functional building blocks, and tthegh level

UCLPV2 is a lightpath management system where satttb relationships, are illustrated in Figure 1 and swamzed
users can obtain network resources from a poolvaflable below.

resources and manage them according to their egaints.
For example, Domain A publishes all resources tha Domain
; : ; ; UCLPv2 Servi APN
ava|I_abIe for use py other domains. Domain B cata!ob Control S ctory Resource
required resources in the form of a “resource lis#t contains Panel - EPR List Service
lightpaths and connection points. After obtaininge t g
resources, Domain B may wish to concatenate aqguortf Light Path
resources obtained from A with its own lightpatoddrm the Service
required network. Resources obtained from Domaialéng | _ i
. . Connection
with resources from Domain B, can be offered asasé to a Admin Security - 7 point
third party, Domain C. Domain C then harvests theseurces Control —— Manager _SerIV&
and manages as necessary. Resources are retorrieirt Panel Service |
iai i i i ifhi Network
orlglngl domain after their Iea;es expire. Useiithiv a E Admin || Network
domain are capable of manipulating lightpaths tomfo = Service —G
networks of lightpaths. The ability to partitiaghtpaths is an

important feature that allows one to manage ressuin a _ ' '
domain. A “resource based” authentication and arizhtion Figure 1: Domain Server Architecture
system provides a very flexible mechanism for potitg

access to secure network resources The functional building blocks, shown in Figure dre as

follows:
There are four basic objects that are used in teently * Domain Service — This service comprises a resource
implemented UCLPV2 system: factory that is responsible for allocating WS-Reses

for NEs, LPOs, and APNs. It also maintains a tegisf

«  Network Element (NE) Objects represent an abstraction ~ qualified end point references to objects withidcanain
of physical network elements. Through these objects and allows users to obtain user specific views ahaged
one can manipulate the resources of network elament [r€SOuUrces.
independent of the protocol used to communicate wit ~ Connection Point Service — A stateful service that

them. Examples of network elements include routers ~répresents a connection point. There may be devera
switches, scientific instruments, and other network different implementations of the CPO service todian

devices. the various types of possible network element fates.
»  Network Element Service — A stateful service representing

« A Connection Point Object (CPO) represents an various types of elements within a network. Thisvie
interface that forms one end of a light path. For encapsulates the communication protocol required to

example, a CPO can represent a GIigE port, a T 8f communicate with the network devices they represent
channels, an OC192 port, or a port on a routernor a These services are primarily used to create andagean
instrument. CPOs that represent interfaces on the device.

» Light Path Service — A stateful service that represents a

« A Light Path Object (LPO) represents a path between Iogical_ connection b_etween two CPOs and provides
two points, represented as Connection Points. LPOs operations for managing the path.

are building blocks that can be concatenated tmfore APN Resource List Service — A stateful service
representing an APN Resource List that contairistaf



lightpaths and connection points,
interface with which to manage these resources.

and provides athe situation.

The CPOs, upon receiving this moatifon,
notifies their respective NE services to inform ntheahat

»  Security Manager Service — A service that is used to they're no longer in use. The NEs reclaim the CB@make

manage user accounts and provide user authenticatit
authorization functionality.

D
* UCLPv2 Control Panel — This is the graphical interface

with which one can create and manipulate resoutttas
are managed by the UCLPv2 system.

* Admin Control
interface, used to create and manage users witlén
UCLPvV2 system.

The domain server is characterized by a number cvieln
features that are briefly discussed below.

A Scalability

Each domain server maintains and manages the sfateCUt.

resources owned by that domain. Once a resoufw@ested
from another domain, its state is maintained andagead
locally. For example, if Domain B harvests a ljgdth from
Domain A, Domain B manages all operations on igigtpath,
and all associated state. This approach promaigsalslity
since all state associated with resources is managhin the
domain of the current owner. A domain may contilarge
number of resources from different domains but Semain
state management is not required.

B. Security

Proper mechanisms for authentication and authdsizadre

pivotal for a distributed resource management sysli&e

UCLPv2. Authentication mechanisms ensure thatsuséthe

system are who they claim to be. Once authenticaises are
able to access a set of resource based on théioraation

with said resources.

Encryption is used to prevent eavesdropping andsages
integrity when communicating with UCLPv2 service®ll
communication between a client and services taleemver
SSL. Each UCLP user is issued a digital certiicatgned by
a trusted Certification Authority. This certifiegata username,
and a password are required to authenticate acplatiuser.
At server side, user credentials are stored in aARD
repository. Each user is authorized to access bsesuof
UCLP resources. Users may have guest, privileged,
ownership status on various resources. This stEteymines
the operations available to different users. Tim g&cess to
resources, users may contact either their domamirastrator,
or the owner of the resources in question.

C. Notifications

The Observer pattern [8] is a powerful way to regbdo
situations that arise without the tight couplingraftification
producer and consumer. This pattern is used th@utgthe
UCLPv2 data model.
resources within a management domain, use notditao
broadcast state changes. An example of this igigation
upon expiration of a lease on an object. For exangonsider
the expiration of a lease on a LPO. Once the leap#es, the
LPO web service notifies the two end point CPO isesy of

their resources available for future use.

Error Handling & Fault Management

Two types of error handling are provided: synchisand
asynchronous. In case of synchronous errors,ran message

Pand — This is a second graphicalis returned to the user as soon as the error iscubet
lExamples of synchronous error handling includedalerrors

as well as authentication and security relatedrerrtn case of
asynchronous error handling, a notification cangbaerated
much later than the fault that triggered it. Arseceives a
notification only when she/he attempts to use altyfau
component. Examples of such faults include phydamalts
such as a connection point failure, a switch feilumd a fiber
Since a lower level fault, such as a conoecpoint
failure, can give rise to a lightpath failure thestem uses an
algorithm to propagate fault notifications upwartts the
appropriate  higher-level objects. The algorithm
“distributed” in the sense that it can propagattfication for
faults detected in one domain to another domainofiects
that span multiple domains.

E. Interoperability

Web-services based implementations promote inteabjiiy
through the use of standard service descriptiorsedan
XML. For example, although the client and servedifferent
domains can be implemented on top of differentfptats,
they can still communicate with one another andresha
resources. As long as implementations are basdtleosame
set of service descriptions, they should be interalple.
Alternatively, by developing a simple, standargyresentation
of core resources, proxy services can be employed t
automatically translate operations from one impletaigon to
another.

is

V. DOMAIN SERVERFUNCTIONALITIES

Important Domain Server functionalities, such aghtibath
concatenation and partitioning, and resource lighliphing
and harvesting, are described in detail below:

A. LPO Concatenation

Lightpath concatenation is the process whereby dwanore
distinct lightpaths are joined, end-to-end, formiagnew,
composite lightpath. This new lightpath can be imalated in
the same manner as the sub-paths that comprise it.

One initiates this operation by invoking theoncatenate
operation of the Domain Service, passing a listigtitpath
references as one of the arguments. For exampisjder the
scenario depicted in Figure 2.

The web services, which modelere we see two lightpath objects, A and B, eachvioith

contains two connection point objects. Each ofdbenection
point objects reference the network element olijett created
it, and therefore represent a resource on the Iswissociated
with their network element. Notice that CP2 and3Q#®th



reference NE2, indicating that CP2 and CP3 reptdsgital
interfaces on the same switch.

LPOs

S C RN CENC)
x ----------- x ........... x
s1 S2 s3

Figure 2: Concatenation of two LPOs

The Concatenate algorithm loops over the entire list of
lightpaths, provided as an argument, attemptingcdanect
each lightpath to the next one in the list. Inesrtb connect
two paths together, one must determine which erfdthe
paths terminate on the same network element. @iseair
of points has been determined, th€onnect operation is
invoked with the other connection point as its angat. In the
example, this translates to the calls CP2.ConnédtjCGand
CP1.Connect(CP2). Each of thgSennect calls results in a
call to theCreateCrossConnect operation of their associated
network element, passing both connection poinerggments.
The first CreateCrossConnect call sets up the connection
request and the second call commits the resourCsxe all
sub-paths have been connected end-to-end, a néipdib
object is created to represent the new path. éreete to this
new path is returned byoncatenate.

B. LPO Partitioning

Partitioning a lightpath essentially divides its ndaidth
among a number of child paths, each of which teaiei®m on
the same network elements as the parent. Onatéstithis
process by invoking théartition operation, providing the
bandwidth requirements of each child as one oatigaments.

Partition is a recursive operation. If one wishes to gartia
composite lightpath (as described above), it mastbioken
down into its components. This results in the alisecting of
any cross connections made at switches along ttie pas
illustrated in Figure 3Partition is recursively invoked on all
sub-paths of the lightpath object. TRartition operation
returns a list of references to the newly creataldl dightpaths
of the lightpath object on which the operation vimsoked.
Composite lightpaths must be reformed once allstitepaths
have been partitioned. The previously descriBedcatenate
operation is used for this.

If a lightpath object contains no sub-patRartition is invoked
on the two connection point objects that reprefiamtends of
the lightpath. As above, the connection pofdrtition

operation returns a list of child connection padieterences.
Once a lightpath has partitioned its endpointdddightpaths
are created from pairs of the child connection @oinThese
new lightpath objects are returned from the ligthigRartition
operation.

Partition( )

LPOs

Figure 3: Partitioning of a composite LPO

The connection poinPartition operation is relatively simple.
Once the requested bandwidth configuration is ieetibgainst
that which is possible on the associated switchw ne
connection point objects are created to represdw t
partitioned interfaces. A list of these new obgeist returned
to the caller.

C. APN Resource List Publishing

An APN Resource List contains a list of lightpathda
connection point objects. By “publishing” thist)ig is made
available for harvesting by others. The harvestehis list is

given access to all of the objects contained wijthind can
therefore manipulate associated resources. Typicah

administrator within one domain publishes thests Iso that
users in other domains can lease the advertisednes. One
who wishes to lease resources from a particularajfomust
be authenticated with the domain and authorized thar
resources.

The act of publishing a resource list for use bgaaticular

individual or group involves modifying the authaton

privileges for all objects contained within thet.lisThe leaser
of a resource list must have privileged acceshdolist itself

and all contained objects. Resource lists shoultl lme

modified once they have been published. Onceaures list

has been published, the leaser must obtain a cdépgno
endpoint reference to the published resource. example,

these endpoint references could be posted on atainet

from a web page, distributed via emails, or writtena piece
of paper and given to the recipient. Alternatigpresentations
of resource lists, including an XML document ddsicij the

list's contents, could also be used to promoteapterability.



D. APN Harvesting

Before one can make use of resources offered byhano
domain, one must harvest a resource list publishad the

source domain. As mentioned previously, beforeisrable to

harvest a resource list, one must have privilegakss to it

and all contained resources.

The act of harvesting a resource list involves mgkiocal

proxy objects to represent resources in the salwo@in. For
example, a local lightpath proxy web service wanktantiate
a resource to represent a harvested light patlerslgithin the
local domain can operate on this proxy light pathhie same
way as a local lightpath. The proxy can be coretetd other
light paths and partitioned as if it were a locabkaurce.
Proxies are made of the two Connection Points réyatesent
the ends of the path, except that they maintagreetes to the

must be accessed by different clients. The SOAferruns
as an application inside the application server.

Once the developed UCLPv2 system is deployed oa liv

network, various performance characterization oRW$®ased
system will be undertaken. Also our developmenteeigmce
of a SOA based management system will be shardédthe
research community.

ACKNOWLEDGMENT

We would like to thank Rupinder Makkar and Bo Zhao
Solana Networks for various discussion and devetogmork
for UCLPv2. Gegs Jones has significant contributias
project manager of this project. We would also likethank
Herve Guy and Jun Jian of Canarie for many disonssat the
early stage of this project.

original Network Elements. This is necessary bseau
Connection Points require the services of Netwdentents to
make or break cross-connects between light paths.

An APN resource list can only be harvested oncenfits t
source domain. Essentially, when one harvestsauree list,
one assumes responsibility for the resources awdavithin. [2]
The harvester is responsible for making use of ainatd
resources and releasing the lease on the resasteehken no (5
longer needed.

VI. CLIENT ARCHITECTURE 4]
The Client part of the UCLPVv2 implementation franoekvis
designed as a control panel application. This @brdanel
application is used to allocate and manage ressuniin (5]
managerial domains. It provides a graphical iagfto the
web services defined in the previous sections. e Tohntrol [6]

Panel application comprises three major components:

e Graphical User Interface — handles user input aai d 7]
presentation.

» Data Model — provides a local model of the resagirce
present in a network.

« Web Service Interaction — Invokes web services,nupcgs]
user request, to allocate and manage resourcedvath [q)
network, and handles asynchronous change notdicati
sent from the services.

VIl. SUMMARY

In this paper, we have described the design otaamtrolled
lightpath management system. The management system
enables a set of basic functionalities like concatien and
partitioning so that users can build and manage ptem
optical networks, across multiple administrativenéins. The
system is designed based on Service Oriented &uathite.

The system is currently being implemented basedM&RF
specification in Globus Toolkit Version 4 [9]. Ja¥is is
used as the SOAP engine which marshal and de-nmharsha
SOAP request. Jakarta Tomcat is used as the apptica
server, which provides a 'living space' for applares that
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