Solana’s Network Vulnerability

Assessment Services

Overview

In today's complex and diverse
threat environment, ongoing
vulnerability assessments are
critical to protect an organization's
IT assets and maintain business
continuity.

Solana's Vulnerability Assessment
(VA) service will identify key
information assets of your
organization and pinpoint areas of
security vulnerability that could
pose a threat to your business
operations. Solana's VA
recommendations not only
strengthen your IT security posture
but also greatly reduce your
security risk moving forward.

Benefits of a Solana vulnerability
assessment include improved
overall compliance, ongoing
protection from cyber threats, and
identification of high risk areas
warranting attention.
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Solana's VA service can be tailored to meet the needs of each client. Here
is how it works:

e |nformation Gathering - work with the client to define the VA
scope

e Network Review - conduct a review of the systems and network
to be assessed

e Firewall Analysis - analyze your firewall architecture and rules .

e External Network - scan your external network servers and
devices for vulnerabilities

e Internal Network - scan your internal network including hosts,
servers, printers, IP phones and other devices to uncover
vulnerabilities which can be exploited by cyber attackers.

e Reporting - analyze the results of the VA study and provide
recommendations to mitigate your security risk.

e Recommendations - identify unacceptable risk, propose
recommendations for additional security safeguards and risk
mitigation strategy.

In addition, Solana offers focused VA studies on specific devices,
technology and protocols including SCADA, |oT, Routers, Switches, PLCs,
VolP phones among others.

Solana Networks utilizes a combination of Commercial Off-The-Shelf
(COTS) products and custom-tools to conduct its vulnerability
assessments.

Solana has been assisting organizations with their IT security needs since
2003.
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